
UPI Transactions Safety Checklist 

Keep the UPI App Updated. 

Before making any payment, verify Mobile Number, Name & UPI ID.

UPI PIN is required for money transfer only and not for receiving 

money. 

Always Have a Screen Lock to keep UPI payment safe & also to ensure 

smartphone’s safety.

While making a payment always check all the alerts received through 

SMS and verify the correctness of the transaction. It would give exact 

information how much money was deducted from your bank account 

right away. 

 UPI PIN not to be shared with anyone. 

 Do not access any advertisement offers which ask for UPI PIN as it

       may attempt to deduct money from account. 

 Disable Remote Screen Mirroring Frauds. The Screen sharing apps 

       must not be given access to UPI applications. 

 Use only “Help section of the UPI App” for any payment related or

       technical issues. Avoid Fake Helpline 

       Numbers on social media or

       random Google search. 

Do not need to scan the QR code to receive the money, 
it may wipe out all the money from their account. 

UPI does not ask for “PIN” to “Receive Money” into your UPI A/c.
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